SSH (Secure Shell Configuration for Oracle 10g Release 2 RAC install)

---- Log in as the oracle user on both nodes
---- If necessary, create the .ssh directory in the oracle user's home directory and set the correct permissions on it:

$ mkdir ~/.ssh

$ chmod 700 ~/.ssh

$ chmod 700 

---- Enter the following commands on both nodes to generate RSA/DSA keys for version 2 of the SSH protocol:

$ /usr/bin/ssh-keygen -t rsa

$ /usr/bin/ssh-keygen -t dsa

---- Execute the ff commands on both nodes:

[oracle@node1 .ssh]$ ssh node1 cat /home/oracle/.ssh/id_rsa.pub >> authorized_keys

oracle@node1's password:

[oracle@node1 .ssh]$ ssh node1 cat /home/oracle/.ssh/id_dsa.pub >> authorized_keys

[oracle@node1 .ssh]$ ssh node2 cat /home/oracle/.ssh/id_rsa.pub >> authorized_keys
oracle@node2's password:

[oracle@node1 .ssh]$ ssh node2 cat /home/oracle/.ssh/id_dsa.pub >>authorized_keys

oracle@node2's password:

---- Execute the ff on node1:

[oracle@node1 .ssh]$ scp authorized_keys node2:/home/oracle/.ssh/

---- Execute the ff on node2:

[oracle@node1 .ssh]$ scp authorized_keys node1:/home/oracle/.ssh/

---- Change the permissions on the Oracle user's /.ssh/authorized_keys file on all cluster nodes:

$ chmod 600 ~/.ssh/authorized_keys

---- Execute the ff on both nodes. When prompted, enter the pass phrases that were generated ealier:

$ exec /usr/bin/ssh-agent $SHELL

$ /usr/bin/ssh-add

-- Test the ssh configuration on both nodes

$ ssh node1 date

$ ssh node2 date

